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Dear Board Director, 

Something unusual happened in the past three months. 

Five financial regulators across three continents — each working independently — issued 
formal guidance on the same topic within weeks of each other. The words differed. The 
concern did not. 

The shared message: AI-enabled cyber threats have reached a new threshold, and 
boards are being encouraged to take a more active role in overseeing the response. 

This letter summarises what the regulators said, what they are recommending. It offers some 
questions that boards may find useful to explore with management. 

What Changed — And Why It Is Worth Attention Now 

For many organisations, cybersecurity has been treated primarily as an operational matter — 
managed by technology teams, reported to the board periodically, and budgeted through 
normal planning cycles. Regulators are now suggesting that this approach may need to 
evolve. 

The reason is the emergence of frontier AI models — systems capable of autonomously 
identifying software vulnerabilities, generating exploit code, and probing for weaknesses with 
little human involvement. The time between a vulnerability being identified and being exploited 
— previously measured in weeks or months — is compressing significantly. 

This is not presented as a future risk by regulators. It is described as a shift already 
underway. 

A Coordinated Global Regulatory Signal 

Between April and July 2026, the following regulators each issued formal guidance or made 
public statements directed at financial institution boards: 

 

European Central Bank  —  7 July 2026 

The ECB wrote to CEOs of all significant institutions under its supervision, stating that 
“responsibility for responding to the evolving cyber-risk environment primarily lies with banks’ 
management bodies.” It requested action plans by 31 October 2026. 

Monetary Authority of Singapore  —  17 April 2026 

MAS issued a formal advisory to all financial institutions and convened bank CEOs in May to 
discuss the threat. Its guidance called for a shift from reactive security to proactive, 
intelligence-driven defence—and explicitly noted that board oversight should reflect this 
change. 

Bank Negara Malaysia  —  8 July 2026 

At the inaugural AICB Nexus 2026 conference, BNM Governor Datuk Seri Abdul Rasheed 
Ghaffour encouraged financial institutions to treat AI as a strategic board issue, not a 
technology project. He noted that over 70% of Malaysian financial institutions have already 
deployed AI, and that governance frameworks should reflect this level of adoption. His 
observation: “Responsibility cannot be delegated to an algorithm.” 
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HKMA and Securities and Futures Commission  —  2 June 2026 

Both Hong Kong regulators issued simultaneous circulars describing frontier AI as “a 
qualitative shift in the cyber threat landscape.” The HKMA announced a new task force on AI-
driven cyber risks and a Cyber Resilience Testing Framework planned for late 2026. 

Bangko Sentral ng Pilipinas  —  July 2026 

The BSP issued a memorandum calling on all supervised institutions to strengthen defences 
against frontier AI-enabled attacks, covering zero-trust architecture, asset monitoring, and 
patch management timelines. 

 

Five regulators. The same direction. Within twelve weeks. 

What Regulators Are Recommending 

Across all five jurisdictions, the guidance points in a consistent direction. Boards are 
encouraged to: 

 

• Review whether existing cyber risk tolerance frameworks still reflect current threat 
levels. 

• Ensure adequate resources are allocated to vulnerability management and patching 
capacity. 

• Assess the cyber resilience of third-party ICT service providers, not just internal 
systems. 

• Consider whether AI-enabled defensive tools are being deployed with appropriate 
governance. 

• Maintain board-level accountability rather than fully delegating cyber risk oversight to 
management. 

 

None of this requires boards to become technical experts. It does require boards to ask better 
questions and expect substantive answers. 
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Questions Worth Raising at Board Level 

The following questions are drawn from the regulatory expectations set out in the documents 
listed at the end of this letter. They are offered as a starting point for discussion with 
management, not as a compliance checklist. 

 

1. Is board-level oversight of cyber risk clearly structured? 

When management presents on cybersecurity, it may be worth considering whether the 
board has sufficient context to evaluate the assessment—or whether the topic would 
benefit from more structured board engagement. 

2. Has your cyber risk tolerance framework been reviewed recently? 

Both the ECB and BNM have recommended a review. If the framework predates the 
emergence of frontier AI capabilities, it may be worth asking management when it was 
last updated and whether it reflects today’s threat environment. 

3. How complete is your organisation’s picture of its own attack surface? 

Third-party software, cloud environments, open-source components, and legacy systems 
all carry potential exposure. Asking management for a current view of externally facing 
assets is a reasonable starting point. 

4. How quickly can your organisation respond to a critical vulnerability? 

Regulators have flagged that AI is compressing the timelines for exploitation. It may be 
useful to understand how your current patch management processes are calibrated, and 
whether they are fit for the current environment. 

5. Is AI being used defensively as well as being managed as a risk? 

Several regulators recommend that institutions consider AI-enabled defensive tools 
alongside their AI risk management frameworks. This may be worth exploring with your 
technology and risk teams. 

6. How is third-party ICT risk managed in practice? 

All five regulators highlighted supply chain exposure as a key concern. Understanding 
how your organisation assesses the cyber resilience of key service providers is a 
reasonable governance question. 

7. Has the board been briefed specifically on frontier AI cyber risks? 

General cybersecurity briefings may not yet cover this specific shift. If the topic has not 
been discussed at board level in the past six months, it may be timely to request a 
dedicated update. 

A Final Observation 

The Governor of Bank Negara offered a framing that captures the balance regulators are 
seeking: 

“AI may transform finance. But trust will determine whether that 
transformation endures.” 

Regulators are not asking boards to become technologists. They are encouraging boards to 
ask informed questions, maintain appropriate oversight, and ensure that governance 
frameworks keep pace with how the organisation is actually using technology. 

That is a responsibility that sits at board level—and one that is well within reach. 
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Primary Source Documents 

The following links go directly to the original regulatory documents referenced in this letter. 

 

→  ECB: Addressing AI-enabled cybersecurity threats — 7 July 2026 (full letter + annexes) 

→  MAS: Advisory on AI-driven cyber threats to financial institutions — 17 April 2026 

→  BNM: Governor’s address at AICB Nexus 2026 on AI and board governance — 8 July 2026 

→  HKMA: Strengthening Cyber Resilience amid AI-Empowered Cyber Threats — 2 June 2026 
(circular PDF) 

→  SFC and HKMA: Detailed analysis of both Hong Kong circulars — Gibson Dunn, June 2026 

→  CSA Singapore: Advisory on Risks associated with Frontier AI Models — April 2026 

→  ESRB: Warning on systemic cyber risks stemming from frontier AI models — July 2026 (PDF) 
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